
 

 

DATA PROTECTION POLICY 

1.  Aims 

1.1 Landscore Primary School aims to ensure that all personal data collected about staff, pupils, parents, 

governors, visitors and other individuals is collected, stored and processed in accordance with the EU 

General Data Protection Regulation 2016 (GDPR) and the UK Data Protection Act 2018 (collectively 

referred to as the data protection legislation) 

1.2 This policy applies to all personal data, regardless of whether it is in paper or electronic format. 

 

2.  Legislation and guidance 

2.1  This policy meets the requirements of the GDPR and the DPA 2018.  It is based on guidance published by 

the Information Commissioner’s Office (ICO) on the GDPR and the ICO’s code of practice for subject 

access requests.  

2.2 It also reflects the ICO’s code of practice for the use of surveillance cameras and personal information.  

2.3 In addition, this policy complies with regulation 5 of the Education (Pupil Information) (England) 

regulations 2005, which gives parents the right of access to their child’s educational record. 

 

3.  Definitions 

3.1 There are several terms used in the data protection legislation and in this policy which must be 

understood by those who process personal data held by the school.  These are: 

 Personal data 

 Special categories of personal data 

 Processing 

 Data subject 

 Data controller 

 Data processor 
 

These terms are explained in appendix 1. 

4.  The Data Controller 

4.1 Landscore processes personal data relating to parents, pupils, staff, governors, visitors and others, and 

therefore is a data controller. 

4.2 The school is registered as a data controller with the ICO and will renew this registration annually or as 

otherwise legally required.  Our registration number is ZA024418. 

 

https://gdpr-info.eu/
https://gdpr-info.eu/
https://gdpr-info.eu/
https://ico.org.uk/media/for-organisations/documents/2259722/subject-access-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/2259722/subject-access-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
http://www.legislation.gov.uk/uksi/2005/1437/regulation/5/made
http://www.legislation.gov.uk/uksi/2005/1437/regulation/5/made


 

5.  Roles and Responsibilities 

5.1 This policy applies to all staff employed by our school, and to external organisations or individuals working 

on our behalf.  Staff who do not comply with this policy may face disciplinary action. 

5.2 The Governing Body has overall responsibility for ensuring our school implements this policy and 

continues to demonstrate compliance with all relevant data protection obligations.  They will review this 

policy on an annual basis. 

5.3  The Headteacher acts as the representative of the data controller on a day to day basis.  They have day-

to-day responsibility for ensuring this policy is adopted and adhered to by employees and other 

individuals processing personal data on the schools’ behalf. 

5.4 Data Protection Officer (DPO) is responsible for overseeing the implementation of this policy, monitoring 

our compliance with data protection law, and developing related policies and guidelines where 

applicable. 

They will provide an annual report of their activities directly to the governing body and, where relevant 

report to the board their advice and recommendations on school data protection issues.  They will also 

report to Senior Leadership Team providing regular updates on the schools’ progress and compliance with 

data protection legislation. 

The DPO is also the first point of contact for individuals whose data the school processes, and for the ICO.  

Full details of the DPOs responsibilities are set out in their job description. 

Our DPO is Judith Harris, she can be contacted by email at judithharris@landscore-primary.devon.sch.uk 

5.5 All Staff are responsible for: 

 Collecting, storing and processing any personal data in accordance with this policy 

 Informing the school of any changes to their personal data, such as a change of address 

 Contacting the DPO in the following circumstances: 
o With any questions about the operation of this policy, data protection law, retaining 

personal data or keeping personal data safe 
o If they have any concerns that this policy is not being followed 
o If they are unsure whether or not they have a lawful basis to use personal data in a 

particular way 
o If they need to rely on or capture consent, draft a privacy notice, deal with data protection 

rights invoked by an individual, or transfer personal data outside the European Economic 
Area 

o If there has been a data breach 
o Whenever they are engaging in a new activity that may affect the privacy rights of 

individuals 
o If they need help with any contracts or sharing personal data with third parties. 

 

5.6 All individuals shall remain subject to the common law duty of confidentiality when their employment or 

relationship with the school ends.  This does not affect an individual’s rights in relation to whistleblowing. 

 

6.  The data protection principles 

6.1  The GDPR is underpinned by six common-sense principles which govern the way that Landscore must 

process personal data.   



The principles say that personal data must be: 

 Processed lawfully, fairly and in a transparent manner  

 Collected for specified, explicit, legitimate purposes, and not processed in a manner that is 
incompatible with those purposes 

 Adequate, relevant and limited to what is necessary to fulfil the purposes for which it is processed  

 Accurate and, where necessary, kept up to date 

 Kept for no longer than is necessary 

 Processed in a way that  ensures it is appropriately secure  
 

This policy sets out how the school aims to comply with these principles. 

7.  Collecting personal data 

7.1  Lawfulness, fairness and transparency 
7.1.1 Landscore and its staff will only process personal data where we have one of the 6 ‘lawful bases’ (legal 

reasons) to do so under data protection law: 

 The data needs to be processed so that the school can fulfil a contract with the individual, or the 
individual has asked the school to take specific steps before entering into the contract 

 The data needs to be processed so that the school can comply with a legal obligation 

 The data needs to be proceeded to ensure that vital interests of the individual e.g. to protect 
someone’s life 

 The data needs to be processed so that the school as a public authority, can perform a task in the 
public interest (Public Task), and carry out its official functions 

 The data needs to be processed for the legitimate interests of the school or a third party (provided 
the individual’s rights and freedoms are not overridden) 

 The individual (or their parent/carer when appropriate in the case of a pupil) has freely given clear 
consent 

 

7.1.2 For special categories of personal data (for example health or medical data, racial or ethnic origin or 

biometric data), we will also meet one of the special category conditions for processing which are set out 

in the GDPR and Data Protection Act 2018. 

7.1.3 If we offer online services to pupils, such as classroom aps, and we intend to rely on consent as a basis for 

processing we will get parental consent (except for online counselling and preventative services). 

7.1.4 Whenever we first collect personal data directly from individual we will provide them with the relevant 

information required by data protection law. 

7.2  Limitation, minimisation and accuracy 

7.2.1 We will only collect personal data for specified, explicit and legitimate reasons.  We will explain these 

reasons to the individuals when we first collect their data. 

7.2.2 If we want to use personal data for reasons other than those given when we first obtained it, we will 

inform the individuals concerned before we do so, and seek consent where necessary. 

7.2.3 Staff must only process personal data where it is necessary in order to do their jobs. 

7.2.4 When staff no longer need the personal data they hold, they must ensure it is deleted or anonymised.  

This will be done in accordance with our retention schedule, which is based on the IRMS Toolkit for 

Schools. 

7.3  Security of personal data 



7.3.1 The school shall have appropriate security in place to protect personal data against unauthorised or 

accidental access, disclosure, loss, destruction or damage.  This will be achieved by implementing 

appropriate technical and organisational security measures. 

8.  Sharing personal information 

8.1  Landscore will only share personal data contained in its records with individuals who have a legitimate 

and legal right to view or receive it.  Disclosures of personal data shall be proportionate and necessary 

and made in line with the School’s policies and procedures. All disclosures shall comply with the GDPR 

and associated data protection legislation, Human Rights Act 1998 and Common Law Duty of Confidence.  

9.  Privacy notices 

9.1 The school will be fair, open and transparent in the way it handles personal data, and will publish privacy 

notices which explain: 

 What personal data the school processes and why 

 What a lawful basis is when we process that data 

 Who we might share the data with 

 If we intend to send the data abroad 

 How long we keep the data for 

 What rights data subjects have in relation to their data 

 Who our Data Protection Officer is and how to contact them 
 

9.2 The school’s privacy notices shall be clear, concise and easily accessible.  They will be displayed on the 

school website and a copy provided in new starter packs. 

9.3 Employees will be given a privacy notice, explaining how the school handles employee information when 

they join the school, and following any changes to the notice thereafter. 

9.4 The school will provide privacy notices to other categories of data subjects, for example governors, as 

appropriate. 

10.  Consent 

10.1 Most of the school’s processing of personal data will not require consent from data subjects (or their 

parents/carers as appropriate) as the school needs to process this data in order to carry out its official 

tasks and public duties as a school. 

10.2 However there are circumstances when the school is required to obtain consent to process personal data.  

For example: 

 To collect and use biometric information (such as fingerprints) 

 To send direct marketing or fundraising information by email or text 

 To take and use photos, digital or video images and displaying , publishing or sharing these in a public 
arena such as: 

o On social media 
o In the school prospectus 
o On the school website 
o In the press/media 
o In the school newsletter 

 

10.3 When the school relies on consent as its lawful basis, it shall ensure the person providing it has positively 

opted-in to the proposed activity and is fully informed as to what they are consenting to and any non-

https://gdpr-info.eu/
http://www.legislation.gov.uk/ukpga/1998/42/contents


obvious consequences of giving or refusing that consent.  Consent shall not be assumed as being given if 

no response has been received e.g. a consent form has not been returned. 

10.4 The school shall ensure that where consent is obtained there is a record of this.  Where possible, consent 

shall be obtained in writing.  All forms requesting consent shall include a statement informing the person 

of their right to withdraw, and an email address so they may notify the school of any changes or 

withdrawl of consent. 

10.5 Children under the age of 13 merit specific protection regarding their personal data.  Such specific 

protection should apply to the use of personal data of children for the purposes of marketing or creating 

personality or user profiles and the collection of personal data regarding children when using services 

offered directly to a child. If Landscore is required to deliver such services to children, it will ensure that 

the requirements of article 8 of GDPR are met. 

11.  Rights of data subjects 

11.1 Data Subjects have several rights under data protection legislation.  The school shall comply with all 

written requests from data subjects exercising their rights without delay and within one month at the 

latest. 

11.2 Data Subjects have the right to: 

 Request access to the personal data the school holds about them and receive a copy of the 
information free of charge (the school reserves the right to charge for photocopying, postage and 
packaging). 

 Ask for the information the school holds about them to be rectified if it is inaccurate or incomplete. 

 To ask, in certain circumstances for the processing of their data to be restricted  

 Object to the school processing their information for the ‘performance of a task carried out in the 
public interest’ except where the school can demonstrate compelling legal grounds. 

 Object to the school using their information for direct marketing purposes 

 Stop the school processing their data if the school relied on consent as the lawful basis for processing, 
and they have subsequently withdrawn consent. 

 Complain to the school and the Information Commissioners Office if they are not satisfied with how 
their personal data has been processed 

 Request compensation from the school if they have suffered damage or distress as a result of a 
breach of security involving their personal data. 

 

12. Handling Requests 

12.1 Data subjects exercising their rights must put their request in writing and send it to the school at 

Landscore Primary School, Threshers, Crediton, EX17 3JH – admin@landscore-primary.devon.sch.uk  

2.2 Data subjects who request a copy of their personal data (known as making a Subject Access Request) may 

be asked to provide identification to satisfy the school of their identity, particularly where the data 

subject is no longer a pupil, employee, or governor at the school.  These requests shall be responded to 

within 1 month, upon receipt of receiving the request in writing and appropriate identification (where 

requested). 

12.3 Pupil Information Requests – Pupils can request access to their own personal data when they are over the 

age of 12 and have sufficient maturity to understand their rights; know what it means to make such a 

request and can interpret the information they receive. 

 Parents/carers can make a request for their child’s information when their child is 12 years and under. 

 Where the child attends a maintained school, a parent can request a copy of their child’s educational 

record.  The parent/carer does not need consent form the child to access this information.  This type of 

https://gdpr-info.eu/art-8-gdpr/
mailto:admin@landscore-primary.devon.sch.uk


request is governed by the Education (Pupil Information) (England) Regulations 2005.  These requests 

shall be responded to within 15 days. 

12.4 When responding to Subject Access Requests or Pupil Information Requests, the school shall redact the 

information that the data subject or parent/carer is not entitled to receive in accordance with the 

exemptions set out in the Data Protection Act 2018. 

12.5 The school shall consult with the DPO upon receipt of a Subject Access Request or Pupil Information 

Request, and again prior to making disclosures in response to these requests. 

 These procedures are documented in appendix 2 - request for information. 

13.  GDPR and procurement 

Landscore is committed to upholding the confidentiality, availability and integrity of information that is processed 

by our contractors on our behalf.   

13. 1  Privacy by design 

13.1.1 Article 29 of the GDPR creates a statutory obligation on Landscore to ensure that a privacy impact 

assessment (DPIA) is undertaken on all new systems, processes or procedures that intend to process 

personal data, where this is likely to result in high risks to the rights and freedoms of data subjects, prior 

to their implementation.  Such assessments are to be carried out by or in consultation with the Data 

Protection Officer.   

13.1.2  The results from DPIAs shall be recorded and shared with the DPO, Senior Administrator and Head.  The 

DPO will advise on any privacy risks and mitigations that can be made to reduce the likelihood of these 

risks materialising.  The DPO will monitor the outcome of DPI, to ensure the mitigations are put in place. 

13.1. 3 If following the completion of a privacy impact assessment, Landscore identifies processing activities 

assessed as high risk that cannot be mitigated to an acceptable level, the authority will consult with the 

Information Commissioner’s Office prior to implementing the proposed processing activity, system or 

process.     

13.2 Joint Controller Agreements 

The school shall sign up to agreements with other data controllers where personal data is shared or 

otherwise processed on a regular basis, where it is necessary to do so. 

13.3.1 The school shall carry out checks with prospective data processors (e.g. suppliers providing goods or 

services which involve the processing of personal data on the schools behalf) to assess that they have 

appropriate technical and organisational measures and these are sufficient to implement the 

requirements of the data protection legislation and to protect the rights of data subjects. 

13.3.2  The school’s Data Protection Officer, ICT Technician, Senior Administrator and Head shall assess the 

appropriateness of data processors before the school purchases their services.  A record will be kept of 

their findings. 

13.3.3 The school shall ensure there are appropriate written contracts/ terms of service in place with data 

processors which contain the relevant clauses from Article 28 of the GDPR 

14. Records of processing activity 

14.1  The school shall maintain a record of its processing activities in line with Article 30 of the GDPR.  This 

inventory shall contain the following information: 

 Name and contact details of the school and its DPO 

https://gdpr-info.eu/art-25-gdpr/
https://inside.devon.gov.uk/task/gdpr/privacy-by-design/
https://inside.devon.gov.uk/task/gdpr/privacy-by-design/
https://inside.devon.gov.uk/task/gdpr/privacy-by-design/


 Description of the personal data being processed 

 Categories of data subjects 

 Purposes of the processing and any recipients of the data 

 Information regarding any overseas data transfers and the safeguards around this 

 Retention periods for holding data 

 General description of the security in place to protect the data 
This inventory will be made available to the ICO upon request. 

15. Personal Data Breaches 

15.1  The school shall have procedures in place to identify, report, record, investigate and manage personal 

data breaches (i.e. security incidents involving personal data)  These include security incidents resulting in 

the: 

 Unauthorised or accidental disclosure or access to personal data 

 Unauthorised or accidental alteration of personal data 

 Accidental or unauthorised loss of access or destruction of personal data 
These procedures are documented in appendix 3 – data breach process 

15.2  All security incidents and suspected personal data breaches must be reported to the Data Protection 

Officer immediately 

15.3  All incidents will be recorded in the schools’ data breach log and investigated by the Data Protection 

Officer 

15.4  The Data Protection Officer shall determine whether the school must notify the ICO’s office and data 

subjects.  Where a breach is likely to result in a ‘high risk’ to the data subject to data subjects, for example 

if the breach could lead to identity theft, psychological distress, humiliation, reputational damage or 

physical harm, the school shall inform the data subject promptly without delay. 

15.5  When informing a data subject of a personal data breach involving their personal data, the school shall 

provide in clear, plain language the: 

 Nature of the incident 

 Name and contact details of the Data Protection Officer 

 Likely consequences of the breach 

 Actions taken so far to mitigate 

 

16. The Data Protection Officer (DPO) 

16.1  Article 37 of the GDPR requires that Landscore appoints a Data Protection Officer to undertake the tasks 

outlined in article 39 of the GDPR.  Contact details for the Data Protection Officer will be made publicly 

available and will be referred to in all privacy notices. 

16.2  This person shall be designated on the basis of professional qualities and in particular, expert knowledge 

of data protection laws and practices and the ability to fulfil the tasks referred to in article 39 of the 

GDPR. 

16.3  Landscore will commit to ensure that the Data Protection Officer is sufficiently resourced to undertake 

the tasks assigned to them under article 39 of the GDPR.  The School will also ensure that the Data 

Protection Officer is consulted on all matters which concern the processing of personal data.   

16.4 The Data Protection Officer will act as the single point of contact for the Information Commissioner’s 

Office or other relevant supervisory authorities and will ensure that compliance risks are reported to the 

highest level of management within Landscore as required.  

https://gdpr-info.eu/art-37-gdpr/
https://gdpr-info.eu/art-39-gdpr/
https://gdpr-info.eu/art-39-gdpr/


17. Transfers outside the European Economic Area 

17.1  Landscore will not transfer personal data to countries outside the European Economic Area (EEA) unless 

one or more of the following qualifying criteria are met: 

 An adequacy decision has been made in accordance with article 45 of the GDPR 

 The transfer is subject to the appropriate safeguards in accordance with article 46 of the GDPR 

 The transfer is subject to binding corporate rules in accordance with article 47 of the GDPR 

 If one or more of the special circumstances outlined in article 49 of the GDPR are met 
 

Any transfers of personal data to countries outside of the EEA will be subject to a privacy impact 

assessment (DPIA) which will be completed prior to the transfer taking place. 

 



APPENDIX 1 – DEFINITIONS 
 

Term Definition 

Personal data Any information relating to an identified, or identifiable individual. 

This may include the individual’s: 

 Name (including initials) 

 Identification number 

 Location data 

 Online identifier, such as a username 
It may also include factors specific to the individual’s physical, physiological, 

genetic, mental, economic, cultural or social identity. 

Special categories of 

personal data 

Personal data which is more sensitive and so needs more protection, 

including information about an individual’s: 

 Racial or ethnic origin 

 Political opinions 

 Religious or philosophical beliefs 

 Trade union membership 

 Genetics 

 Biometrics (such as fingerprints, retina and iris patterns) where used 
for identification purposes 

 Health – physical or mental 

 Sex life or sexual orientation 

Processing Anything done to personal data, such as collecting, recording, organising, 

structuring, storing, adapting, altering, retrieving, using, disseminating, 

erasing or destroying. 

Processing can be automated or manual. 

Data Subject The identified or identifiable individual who personal data is held or 

processed 

Data Controller A person or organisation that determines the purposes and the means of 

processing of personal data 

Data Processor A person or other body, other than an employee of the data controller, who 

processes personal data on behalf of the data controller 

Personal Data Breach A breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure of, or access to personal data 
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